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This white paper is produced in the context of the SmartBuilt4Ej¢@ca coordination and support action
funded by the European Commission to bring together the research and innovation community on smart
buildings.

The SmartBuilt4EU project has set up four task forces investigating topics related to smart buildings. They
respectively address the interaction between building and-agdr, efficient building operation, interactions
between the building ath the external environment, and cross cutting issues.

Task Force 1: Interactions with users Task Force 2: Efficient building

operation
End-user awareness, acceptance and feedback

Interoperability, cost optimisation and resources efficiency

Task Force 3: Interactions with the Task Force 4: cross cutting
external environment

Data, security, business & finance, education...
Provide flexibility to the (power, DH&C) networks

Figurel: The four Task Forces set up by the SmartB&li project

SmartBuilt4ETask Forc focuses on the optimal integration and use of smart solutions to allow an efficient
building operation. The Task Foroe/estigates what are the interoperability requirements to ensure a
seamless operation, as well as the optimisation in terms dfilmg costs and reduction of environmental
impacts, over the full life cycle.

The Task Force will focus on 3 topics (one per semester):

1. Interoperability: Interoperability among building components & systems

2. Optimised building costsntegrating tools fooptimised costs over the full life cycle (incl. BIM, digital
twin, predictive maintenance, Artificial Intelligence, weather forecast, predictive control)

3. { YINIySaa 02 NBERdzOS 0 dzA f Ritegratg toolS yid fetiliBey thieS y (i | f
environmental impact over the full life cyclpaying attention to the carbon footprint of smart
solutions(incl. Resource efficiengyEnvironmental impact managesnt, Integration of renewable
energie$

¢CKS LINBaSyid 2KAGS t I LISNJIrfepopedabiliygSaid prasgntsini SutcafedNdial 0 2 L
collective work, carried out with the members of the Task Forces, in several steps:

- Agreement on the scope

- Review of the State of the Art and identification of the points to be investigated in particular

- Analysis of barriers amdtivers

- ldentification of R&l gaps

- Key conclusions on the topics and recommendations

SmartBuilt4EU project 5/31
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2.1. Rationale

Interoperability in smart buildings refers to several fields, namely energy management, smart appliances,
comfort and lighting, control and connectivity, security.

Smartbuildingis currentlyan incredibly fruitful market sectoAccording to Statistathe smart homesvorld
markee is expected to show an annual growth rate of 15.648tween2020and 2025 (with a forecasted
worldwide market sizeof 99.51bn USD in021). In 2020, almos225 milion houselolds worldwide were
considereddsmart andthis number is expected to amount to 478 million by 2025.

In the literature, mostontributions about SmarBuildings tend to focus on loT technologies (Feldmeier and
Paradiso, 2010; Sung et al., 2019; Salamone et al., 2018) or on energy simulation and grid management
(Ashrafian et al., 2019; Nouvel and Alessi, 2012; Pellegrino et al., 2016). In other works;camplex
systems are conceived, combining IoT architectures with building simulation (Zhao et al., 2016; Escanddn et
al., 2019; RamallGonzalez et al., 2019) or with energy flexibility (Pombeiro et al., 2017; Cetin et al., 2019).
Nevertheless, thesetudies mostlydo not consider theuser behaviour.Recent studies showrowing
FGdGSyidAazy (2 (GKS LIS2L) SQa O2y(iNRf |yR NBALRYAAOAT.
et al., 2020)userstend to adopt a preenvironmental attitudewhen theyare included in the loop and are
conscious of thesnergetic problem For instance, the combined use of a Building Management System,
energy simulation and participatory sensing through a mobile app gave incredibly good results in terms of
energy savings éngheri et al, 2019Tomat et al, 2020

The degree of interoperability of technical buildisygstemgand analysis / software toskhat use data from

these systemjscan be a limiting factor affecting the smart services and impacts that can be delivered within
a building. Interoperability of systems can avoid duplication of efforts (e.g. investment for occupancy
detection systems and monitoring displays for lightimg Space heating and cooling and ventilation systems)
and optimise the control and maintenance of technical building systems (e.g. single interface for controlling
heating and cooling facilitates the operation of the building and prevents spilling enargygh
uncoordinated simultaneous heating and cooling in building zoRes)hermore interoperability is essential

for allowing technical building systems to interact with the energy grids. Finally, interoperable systems are
desirable in the light ofuture upgrades of the building as they can avoid proprietary-locknd facilitate
innovative solutions.

There can, however, also bedawnside to interoperability. Exploiting interoperability through connecting
various systemsg potentially stemning from multiple manufacturersg can increase the risk for
malfunctioning compared to proprietary systems and protocols. Fault diagnosis in a system of interconnected
technical building systems can also be more intricate compared to a set ofslamel ystems. Finally, the
delineation of responsibility for the provision of the service can become blurred in case of interoperable and
interconnected systems. This can introduce cybersecurity risks and the risk that an end user is unable to
establish who isasponsible for the service and hence cannot legally seek recourse if a service they have paid
for is not functioning as intended.

1 https://www.statista.com/topics/2430/smarhomes/ and https://www.statista.com/forecasts/887613iumberof-smarthomes
in-the-smarthome-marketin-the-world

2 The Smart Home market coiitsites the sale of networked devices and related services that enable home automation for private
end users (B2C)
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This white paper therefore aims to provide an overview on what is known and what should be further
investigated to answer thdollowing questions:
- How to define, implement, assess and monitor interoperability in a Smart Bugdiftgcandeliver
its functionalitie®?
- To what extent can interoperabilityampera democratic and inclusive access to technologies and
services?
- How can the risks associateddagbersecurity ananalfunctioning be minimised?

2.2. Scope

¢tKS F2ff2Ay3 Woft201a 27F | {aedtihdoRtEeTask BoBNBE A RSY (A TA

- Definitionsand levelsf interoperability(and how to assess jt)
- Standardisation, protoce] ontologies;

- Solutions to support interoperability;

- Data sharing and data security

Definition and
Data sharing and levels of
data security interoperability
(and assessment)

Solutions to
support
interoperability

Figure2: Blocks of knowledge identified

Definitions and levels of interoperability

There are multipladefinitions of interoperabilityby e.g. ETSISO) Also, dfferent levels of interoperability
havealsobeen defined. They include for instance

1 technical interoperabilitySystems and components that should work seamlessly together:
sensorsactuators, central controllers and displays,.gtc
syntactical interoperability
semantic interoperability

T

T

Interoperability can also be cros®wmain be local or global

3 see white paper :
https://www.researchgate.net/publication/336677616_Towards_Seni@rnteroperability Standards based on_Ontologies?cha
nnel=doi&linkld=5dac45da4585155e27f7614f&showFulltext=true

SmartBuilt4EU project 7131
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In contrast, is assessments a building owneor assessofin the framework of SRI for instance), and the
way to communicate around it, it yetextensivelydefined.

Standardisation protocols, ontologies

Several pen and standard data modeéxisttoday (e.g. IFC, SAREFHaving a standard physical layeay
prove difficult when legacy equipmeritis hvolved a way forwards therefore to have a commondinified
ontology for technical componentpen APIefinitions and open (and linked) datasets (e.Building
Information Moddling (BIM) vs sensors vs energy systeras another important topic.

Solutions to supporinteroperability

Different initiativesalready exist or are being developtmsupport interoperability
1 Building Operating System to consolidate data sets from assets
Communication protocolandgateways, communication drivers for sensors, actuators, appliances...
OpenBIMextends the benefits of BINdy improving the accessibility, usability, management and
sustainability of digital data in the built atsndustry;
Open Commissioning Topls
IFC 10T for digital twingleployment on buildings
1 Demand response technologies, whiglguest a high degree of interoperability

—_C =<

—_C =<

The respective roles of the different Smart Buildings stakeholders remain however uncleah@ ghould
do what in creating and enabling open workflow capabilities?

Data Sharing and Data Security

I Data Processing and Data ownership topissociated to data from technical and I0T devices
1 Extra cybersecurity risks

This will beaddressed byhe topic on Data Governance by the Task Force working on-Quitis®y issues.

¢KS a021LJS 2F GKS aLyidSNRLISNI 0 kFofcdligsynthasiseédalolldnd: 6 S A
1 Definition of interoperability: what is meant by interoperability in Smart Buildindgfe(ent types,

different scales)

What are the requirements when designing, deploying and using Smart Buildings tools, technologies
and equipment?Astandards, communication and data exchange protoa@its)

How is interoperability evaluated in smart building certifications?

What are the respective roles of the different Smart Buildings stakeholdfsf2 manufacturers to

building owners)

—_

—_

—_

4 i.e. equipment already in placesome ofwhich may be obsolete or no Iger in production, and to which new system should
connect(sometimeswith difficulties to integrate)

5 https://www.buildingsmart.org/about/openbim/openbirdefinition/

6 see also TF3/ topic A on Grid integration
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3.1.

~

Definition of interoperability

Followingdefinitions of the word interoperabilityare currently in place

ISO/IEC 238R1’Y Thé capability to communicate, execute programs, or transfer data among
various functionalinits in a manner that requires the user to have little or no knowledge of the unique
characteristics of those unés

ETSIY Inté@roperability can be considered to be the ability of two or more systems or components to
exchange data and use information

Interoperability is defined in the&European Interoperability FrameworKEIF) asa G KS | 6 A f A {
organisations to interact towards mutually beneficial goals, involving the sharing of information and
knowledge between these organisations, through libeiness processes they support, by means

2F GKS SEOKIy3aS 2F RIGF 060S8SG6S8SSy GKSANI L/ ¢ &aead

Different categories of interoperability are also described by ETSI in their White ®8p@&TSI, 2008)

Technical Interoperabilityis usually associated with hardware/software components, systems and
platforms that enable machinto-machine communication to take place. This kind of
interoperability is often centred on (communication) protocols and the infrastructure needed for
thoseprotocols to operate.

Syntactical Interoperabilityis usually associated with data formats. Certainly, the messages
transferred by communication protocols need to have a wlefined syntax and encoding, even if it

is only in the form of bitables. Howeve many protocols carry data or content, and this can be
represented using highevel transfer syntaxes such as HTML, XML or ASN.1.

Semantic Interoperabilityis usually associated with the meaning of content and concerns the human
rather than machine intgretation of the content. Thus, interoperability on this level means that
there is a common understanding between people of the meaning of the content (information) being
exchanged.

Organgational Interoperability, as the name implies, is the ability of organizations to effectively
communicate and transfer (meaningful) data (information) even though they may be using a variety
of different information systems over widely different infrastructures, possibly across different
geographic regions and cultures. Organizational interoperability depends on successful technical,
syntactical and semantic interoperability.

GridWise® Architecture Council (GWA®)vides a slightlyifferent interoperability stak (Figure3).

71SO/IEC 2382:201nformation technology Vocabularg &t &/www.iso.org/standard/63598.html

8 ETSI (2008) ETSI White Paper NAhieving Technical Interoperabilityhe ETSI Approach

9 part of the Communication (COM(2017)134) from the European Commission adopted on 23 March <2@l17
https://ec.europa.eu/isa2/eif en
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-

o o

(5 .ntlcs) 4: Semantic Understanding ’

3: Syntactic Interoperability
Technical 2: Network interoperability
{Syntax)
1: Basic Connectivity

Figure3: GWAC interoperability stack

G! aSNJ OSYy (G NBR A yetiehpint)s Mlugdoahd play énedulai® dr&lable decentralized
infrastructure, multistakeholders services, visualization of information and global real life cycle performance
assessmentis alsaggaining traction, but is not in the scope of this White Paper

Thiswhite paper covers the first three categoridsscribed by ET$technical, syntactical, semantic)he
F2tt26Ay3 RSTAYAGAZ2Y 27F Ay G IneBopdbiliydsthé dbilitgof twddr f 0 S
more systems or amponents to exchange data and use informati&nd

3.2. Literature review

3.2.1. Standards data exchangerotocolsand ontologies

The widespread adoption of smart EEB solutions is currently being hampered by the limited interoperability
and data exchangbetween the ICT components. Building management systems (BMSs) have evolved in
recent years to support and efficiently operate diverse systems and appliances through technologies and ICT
solutions; however, comprehensive medtystem management using onk-gclusive BMS (in a managef-
managers role) and standardization of data flows, data analysis, and actuation samaimattained goal

(Minoli et al, 2017) Semantic Web technologies are geared towards providing data interoperability, where
semantic &bels are used to described entities, their properties and links among them. Within the Semantic
Web, ontologies can be used to describe more complex and formal collections of depeaific terms and
relationships. Different building ontologies have bemrggested in the literature, such as BOBrick?,
ifcOWL2, and SAREF4BLBGVhile there is an agreement on the benefits of semantic annotations, the
annotation process itself still relies heavily on (manually) writing semantic mappings to therditigres of
RSOAOSad 2KAES &a2YS 2yi2t23AS&8 INB | OO2 YLIFgrloSR 0o @

10W3C BOThttps://w3c-lbd-cg.qithub.io/bot
11 Brick Shemahttps://brickschema.org/

12|FCOW!lhttps://github.com/buildingSMART/ifcOWL
13 SAREMttps://w3id.org/def/saref4bldg
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et al, 2018) an automated process for semantic annotation, based on data analysis to determine which set
of labels best descrits¢he data, is still missing.

An overview of thdoT standards and protocols landscap@rovidedby AIOTIWGO03 2019(althoughmore

at the technical and syntactical levelseeFigure4. The most relevant vertical domains have been framed
in red.

Manufacturing/ Vehicular/

- » Farming/
Home/Building  1nqustry Automation Transportation Healthcare | Energy Cities ~ \Wearables pqrifood
':: Ei g (<210 coretes e [ |(orstsa__ ) 8 )| omeon | XD )
;:r:. 4:; e B @‘4'5-“53»@ & = |eoneee - BE | e ||
1EC " 4 o Fy 2
IEC E PiE 8 > @ — S “OPC
"f"él;c e (-?uousvmu.@ CENELEC E§E W " Q@L, WE || @

- 2 - g iance b i S
sl || omm oW | | avew HEZ=- | ™ gieee | &% 3 =
S A R, s - g CENELEC On IEC
o x| 20 gg) o= @ | -®
S.KN Opovns LIH 2 2| | eevicom L $IEEE

$IEEE QI10-Link 58 rferun ||| — o e ¥IEEE
| | SOPC oo 055 || e | | 02 — s
- : i s 1 CENELEC

Foundation s m -~ i- h ’I”EEE Opone: amg 3 Openn &P O
AIOTI O/ \ AIOT| 256G aeti J\aert ) (alent Jllaient ) aleT

A ¥ o HYPERCAT  _ oon. ™ B WIRELESS V
GEs e v W & Bl REM onsisa < o, 0 @
mo @2 A ] ™ED  aom @IOTB  mmDRpc o

Bo JTC 1 1ecRIaCal N A% o — no oma _
Corfenm  @Bluetooth "] il O I GLOBALPLATFORM" @me'x\!n IEC ]

Horizontal/Telecommunication
Source: AIOTI WG3 (IoT Standardisation) - Release 2.9

Figure4: loTstandards development organisationSDO¥and alliances landscapg/ertical and
Horizontal Domains)

Concerning a similar landscape, lout ontologies (therefore interogrability at the semantic level), AIOTI

WQ@D3 is alsocreating an ontology landscapeeeFigure5 (first version of the document to be releas&?
2021).

Home/ Industry Mobility Health Energy Cities Wearables Farming/ Water/
Building Agrifood  Environment
=) () (D) (D) (u=n)) (e=m) () (=
G| |G| (Gl | (Lo (e (D) |(CEE
(o | | Gl Ce| [T
Gz

. L

SOl J O\l J U J J O\ J L J O\ S\

7

s ) ) () ) ()
\. J

Generic loT (Horizontal)

Figure5: 0T ontology landscape (source: AIOTI WG03, 2021, publicatmaing
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A European Commission study (SMART 2016/0@82§ on Digitalising the energy sector: "Ensuring
AYGSNRLISNI oAt AGE F2N) SyloftAy3d 5SYI yRcodtainKkaéstae bfS E A o A
standardization (Section 3) for the energy domainother(older)study SMART 2013/0072015 provides

an overviewof ssmanticassets forsmart appliancesinteroperabilityanda state of standardization for BIM,

Energy and loT

Based on amxercise of listing the different standards and protoasith a focus on interoperabilit§) during
the construction phasé BIM related,and 2) within a building during operatipm non-exhaustivelist is
presented inTablel. A similar list on semantic taxonomies and ontologies is presentédbie2.

Tablel: Standards and protocolbsted by the Task Force membergith a focus on interoperability

Type of Examples of Shortdescription

standard standardg protocols

Construction phas& BIM

Syntax XML, JSON, SPFF, O' Open

standards RDEJSOMNLD

Encoding CityGML Open data model and XMhased format for the storage an

Standards Product Data exchange of virtual 3D city models. It is an applicasicirene
Templates (e.g. for the Geography Markup Language version 3.1.1 (GN
Building Smart Dat: the extendible international standard for spatial da
Dictionary) exchange issued e Open Geospatial Consortium (OC

and the ISO TC211. The aim of the development of City

is to reach a common definition of the basic entitit

attributes, and relations of a 3D city model. This is espec

important with respect to the coseffective sustainable

maintenance of 3D city models, allowing the reuse of

same data in different application fieldSityGML | OGC
Operation phaseffr Building Automation and Control BAG

loT BACnet BACnet is a communication protocol flBACnetworks that
communication leverage the ASHRAE, ANSI, and I1SO 1B48ndard
protocolst protocol.
LoraWan Open. Slow data rate, high range and low batt
consumption
Wi-Fi High data rate, high range and high power consumpi
(requires mains power)
Zigbee Open. Slow data rate, medium range and very low batt
consumption
LiFi Wirelesscommunication technology which utilizes light
transmit data and position between device
KNX KNX is an open standard (see EN 50090, ISO/IEC 145«

commercial and domestic building automation. KNX dev
can manage lighting, blinds and shutters, HVAC, sect
systems, energy management, audio video, white goc

14 Please note thathis category includes 10T protocals well agelecom prdocolsand wireless technolies
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displays, remote control, etcCan use several physic
communication media (wirednd radio)

Other protacols includeBluetooth Modbus DACJEnOceanLonWorks, LonMarkBIX
OPCSigfoxZ-Wave MQTT, GAP, REST

API NGSLD REST

specifications | OpenCDE ABCF APl Open

Table2: Semantic taxonomies and ontologies

Construction phasé& BIM

Industry  Foundation
Classes (IFC)

BIM Collaboration
Format (BCF)

ISO 6707: Buildings an
civil engineering works
T Vocabularyt Part 1:
General terms

Ontology for Property
Management (OPM)

RealEstateCore

ifcOWL
BOT

CoClass

ISO 16739:2013 represents an open international standard for BIM data t
exchanged and shared among software applications used by the ve
participants in a building construction or facility managemenvjed. The
desired IFC data can be encoded in various formats, such as XML, JS(
STEP

ISO 294811:2016 is intended to facilitate interoperability between softwe
applications used during all stages of the lifgcle of construction works
including briefing, design, documentation, construction, operation
maintenance, and demolition. It promotes digital collaboration between ac
in the construction process and provides a basis for accurate, reli
repeaable and highguality information exchange.

ISO 6707 antains the terms and definitions of general concepts to establi
vocabulary applicable to buildings and caribineering works

a) fundamental concepts, which can be the starting point for other, n
specific, definitions;

b) more specific concepts, used in several areas of construction and freqt
used in standards, regulations and contracts.

Specifically focused on managing couostion project properties and thei
evolution over time (traceability in time). The idea is to change a "state"
property andkeep a record of modifications.

A practical way to represent "things" in a building, with some basic sg
abstracts for a building. These are used to monitor devices within a bui
with the intention to describe their connections. There is ongoing work
upscaling this to the "smart cities" level. The full ontology consists of 7 moc
The ontologies include many indivials to represent units of measureme
and other things.

IFC semantic data standard expressed in the open syntax OWL

A specific ontology for describing building spatial components, from spac
zones, as well as the connections and "interfaces" between these. Can bg
to deduce if two zones or spaces are touching for example. Well aligned
IfcOwl, but muctsmaller.

CoClass is a Swedish classification system for the built environment.
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Omniclass The OmniClass Construction Classification System (usually referred
hYyA/ tFLaaunw 2N h/ /{0 A& I OflFaairxsi
North America. It follows the international framework set out in ISO 12D0¢

Uniclass Uniclass 2015 is a unified classification for the UK industry coverir
construction sectors.

Operaion phase

Brick The BRICK ontology is a description of houaldssify "things" as classes, simi
in function to SKOS/XKOS on adspecificity to instances. Rather than add
symbols (such as classification codes), the BRICK schema was made to
the specific class based on "tags" and "tagsets". Thus,cthsses of ar
individualfinstancecan be deduced from these tags using reasoning. The E
rdf graph has to be generated from the python code.

SAREF An ontology (unified data model for appliances) that makes it possiblarfp
FIWARE smart dati home appliance to talk to any energy management system thus enablini
models smart home.

Interaction with the grid (seealso Task Force)3

OpenADR A nonproprietary, open standardized DR interface that allows electri
providers to communicate DR signals directly to existing customers us
common language and existing communications such as the Internet.

IEC 61970/61968 CIM ' An ontology model that allows the exchange of information regarding
electric grid amongitferent software applications.

Universal Smart Energ A framework describing the market for flexibility, enabling commoditiza
Framework (USEF) and market trading of flexible energy use. Specifies all stakeholder role:
how they interact.

3.2.2. Hardware solutions for the integration of legacy systems and domestic appliances

An important enabling factor for 10T adoption in existing buildings is the integration of several technologies
and communications solution@rous et al2019) Some of the tehnological solutions involweired and
wireless sensor and actuator networks, which pdagentral role of connecting machines, parts, products,
and humans and create a diverse set of new applications to support intelligent and autonomous decision
making (Raza et al, 2019¥he optimal automation of all systems within the building requires the collection

of data, which implies that various types of sensors need to be installed in the building to collect these data.
Moreover, most of the legacy systemseady installed in existing buildings need to be upgraded with wired

or wireless actuators, which allow the automatic operation of them. Finally, to connect all this equipment
and to connect the building with other parties, diverse communication technedogeed to be used. For
instance, heterogeneous wireless technologies, such asdWigellular (3G, 4G, and future §6uropean
Commission2019) can be used for the communication system. Duedonplementary characteristics of

such networks, more connectivity opportunities are available. All these technologies may allow increasing
the connectivity and automated operation of legacy systems and appliances, which is the first step to increase
their smartness.

Lam and Wamg (2013) proposed a platform that connects the Building Management SystemqBiVS)
smartphone app, called CarryEn, to improve energy savings and connectivity among the different elements
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of the Smart Building. The app aims taifthe optimised sepoint according to both the thermal preferences
voted by the users and data collected from the BMS. After two experiments, one in a commercial building
and one in the campus of their university, an optimising algorithm was obtained 3¥dof energygaving

was achievedln this case, it is important to notice how a good result in terms of smartness and
sustainability is achieved through interoperability Furthermore, including the connection with the
smartphone app, this platforranablesthe users to makeise the potential othe entire system.

Pritoniet al. (2017), implemented a Vi system that connected thermostats with rooftop units to collect
outdoor air temperature. They analysed three different thermostat strategies:b@sed on a constant set

point scheduleasecond strategp 8 SR 2y (G KS dza SNAR Q { K S NJY lcdnsiddiggy T 2 NI
020K dzZASNERQ @20S | yR 2dzi R22NJ |-affiendy&indsLIhéNthird dediddd A y 2
resulted to bemost effective, since it was possible to saup to 20%30% of energy use without
compromising comfort.

Li et al. (2017) proposed a complete architecture that acquiveth environmentaldata and human
physiological and behavioral daita order todevelop a personalised HVAC control framework. The system
collects physical data through room sensors. Instead, the human data, both behavioural and physiological,
were obtained through wearable devices. Through a decision algorithm develogeythion, the sepoint

of the HVAC system was dynamically changed. The experpmesegnted two case studies, one in an office
building and one in a residential building. They concluded thaakperithm could reduce the uncomfortable
reports by 537% and they demonstratean 80% accuracy of the method in predicting thermal preference,
which is a key factor for the design of energy flexibility in smart buildings.

The gap up to now lays in the fact that energy demand reduction and energy saving dezthachieved
by the interoperability in the smart buildings, but a halistic vision in which all these separate efforts are
unified under a precise goal at the grid level is still missing.

3.2.3. Interoperability assessment

Assessing the different levels imiteroperability of a building is a challeng&/hile technicainteroperability
can be already assessed and certif@inantic interoperabilitys still difficult to assess and certify, especially
when using ontologies, which are quite an abstract concept

The following section therefore focusses assessing the technical operability.

Smart Readiness Indicator (SRI)

In the SRI methodology, the smart readiness of a building or building unit is determased onthe
assessment of smart relg services (and their functionality level) present in a building. As such, it reflects the
capabilities of the building or building unit to adapt its operation to the needs of the occupants and the grid,
and to improve its energy efficiency and overaltfpemance. Apart from these key capabilities, there are
some crosgutting issues related to the greater uptake of smart technologies, including interoperability of
the technical buildings systems. The SRI could potentially play a role in informing tket metors on this
important aspect and even assist in shaping the market.

A formal evaluation of interoperability which affects the SRI scoring process is not feasible. Whilst
interoperability is acknowledged as a very important concern in relation toSiRg there are significant
limitations to the actionability of the explicit evaluation of the interoperability. This would requitepth
information on a very broad range tdchnolodgesand implementation routes by numerous vendors. This
information is usually not readily available to an assessor and would require additional investigations.
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Especially in the case of legacy equipment it might be very hard or even impossible to retriesrensiyf
detailed information. Furthermore, such an assessment would need to be performed for many of the
G§SOKYAOFf o0daAfRAY3I aeadsSvya LINBaSyid Ay || o0dzAf RAY3
large amount of time and effort whichauld have important repercussions on the cost of an SRI assessment.
Furthermore, the SRI would in any case only provide a snapshot of the current status of the interoperability
features of the technical building systems. This is afasting field, and may software and hardware
solutions emerge which allow interoperability despite using different technologies and protocols, for
example a DAlb-KNX gateway to integrate lighting and KNX control. Finally, this approach would require
further efforts to geneate a broad consensus on standards and protocols that would be accepted or the
development of other definitions and calculation method to explicitly rate interoperability scores. Due to
the lack of definitions and standardization and the intricacy ob@site assessment process covering a very
wide range of products and technologies, the explicit evaluation of interoperability as part of the SRI
calculation methodology is not preferred.

Instead, interoperability is included in a blended approach, camgian implicit approach and a voluntary
inclusion of information provision on interoperability aspects:

1 Implicit approach Define services that require interoperability, without defining the required
standards or protocols needed to enable such intergpdity. For example, if a service for "avoiding
simultaneous heating and cooling" is present, implicitly these systems will inherently have to be
interoperable (either directly or through other gateways).

1 Informative approach Provide informatioronthe level of interoperability of services (based on the
standards and protocols featured by a given TBS), for instance, in the SRI and accompanying
documents. A structured overview of such information provides a valuable source for building
owners when plannintp upgrade their building systems.

In other smart certifications

Severalcertificationsand labelsexist for smart buildingsThe way they takeinteroperability into account
varies greatly from one certification to the otheas presented ifable3.

Table3: Interoperability in smart certifications

Name of Short description

certification

WiredScore Global digital connectivity rating schengr offices and homes)nteroperability
is notspecificallymentioned

SmartScore SmartScorescoles the breadth and depth of thesmart user stories(i.e. user
functionality) implemented as well as assessing the technology, processe:
procedures that support their implementatiofhis includes thevaluation of the
range of buildingsystems and their integration via software platformbe
evaluation of the wired and wireless infrastructure implemented for build
systems along with the capacity amdnge of protocols supportedand data
gathering and sharing.

Ready2Service French label based on a reference framework sets out the requirements to b
met by a Smart Building, an open and communicating building, ready fo
servicesR2SincRSa + GKSYS a9ljdzA LIYSyd | yR
(i.e. presence or absence of documented,Afebpe, modalities for data acce:
etc.)
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3.2.4. Interoperability and cybersecurity

As huilding management systenimcomemore tightly integrated with each otheand alsointegrated with
systems outside the buildir(tike the smart griji they become morgulnerable to attacks that could disrupt
building operations and create safety risk&is critical topic will be investigated by Task Forom £ross
cutting issuesn its topic on Data Governance

3.3. Lessons learnt fronorizon2020projects
3.3.1. Overview
Many H2020 projects haweviewed, developed and/or demonstrated new business mosieine of them

arepictured inFigure6. Although it is likely that this list is netxhaustive it covers the projects represented
(or mentioned) in the Task Force

Interoperability ‘ P - R
Ao Q PHOENIX <% Dlereceet

o . sy s BRESAER
(BEMS,; etc) e

Interoperability

~TABEDE
with the grid &) HOLISDER - e
g O nterc @%/

(see also 1F=3)

BIM -,
interoperability & Bl Ml;; =
digital construction! ) _

Big data and

digital twins BIGG & BEYOND o e
Smart City: ‘% P ESPRESSO
Projects E%ART

Figure6: Relevant H2020 projects iadified by the Task Force members

Key lessons learnt @onclusions from some of these projects have already been presented in the state of
the art. Lessons learnt fromecent projectsHOLISDER, TABEDE and PHOENIX are presented below.

3.3.2. Lessons learnt from the HOLISDER project

HOLISDE®ompleted in March 202Hroughttogether a wide range of mature technologies and integdate
them in an open and interoperable framework, comprising in a fildigged suite of tools addressing the
needs of the whole demand response value chalre objective was tensure consumegmpowerment and
transformation into active market players, through the deployment of a variety of implicit and hybrid demand
response schemes, supported by a variety of-esdr applications fopersonalizedinformative billing,
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human-centric energy managment, load scheduling andntelligent controls, self-consumption promotion
and costeffective storagepredictivemaintenance, along witlhontext-aware automation.

Main conclusions:

The integration of demand response enabling elements into EMS towards optimizing, at building level,
energy consumption, production and storage considering the availability and price of energy supplied via the
grid is a challenge. A specific challengén& EMS and smart home devices are often not interoperable but
are linked to a certain brand, technology and/or standard. Full interoperability between grids, systems and
products for seamless integration of all required components in building energy rearesr systems is
crucial.Also,sub-sequent penetration of demand response in energy markets heavily relies on the deep and
comprehensive understanding of rdidke complexities imposed during actual operation, as welbaghe
smooth endto-end interoperable communication between all actors involved. Both these parameters span
four interrelated areas: physical systems (buildings, their equipment and their usage, along with districts and
energy networks), human systems (occupants and their behavioergrgy markets (energy tariffs,
transaction requirements and access of small consumers) and the general surrounding environment
(weather fluctuations and impact on the other systems).The inadequacy of current technical offerings,
business practices, magk structures and regulatory frameworks to effectively address and smoothly
integrate all these interrelated domains is the root cause for the slow pace of demand response introduction
in energy markets and the failure to empower consumers towards becommng active energy market
actors.

Thereremain several key enablers that need to be satisfied towards unleashing the huge potential and
enhancing the commercial viability of demand side flexibility offered by the building sector, while maximizing
its value for both prosumers and energy market stakdbod Ore of the main key enablers is the
establishment of endto-end interoperability between energy networks, building energy management
systemsand devices: Smart technologies for grids and buildings need to be widely deployed, highly replicable
and easy to install and use. They need to simplify the interaction of consumers with energy markets, by
tackling technical barriers and enabling standabdsed tweway communication, plugnd-play installation

and data exchange and integration across branad protocols. Intelligent energy management systems
need to be deployed offering sophisticated features for hursantric control and automation in a holistic
optimization framework that considers energy prices (elasticity of consumers), demand profdes an
consumer preferences (comfort, indoor environment quality contributing to the definition of flexibility
profiles), local generation and storage capactpmpliance with open standards is therefore required to
ensure endto-end semantic and technical irtoperability, while enabling integration of Demand Response
Management Systems, with Building Energy Management SystemsSmart Home components and
facilitating communication between the different actors involved in the energy market. Specatiatt

shall also be given to data protection, security and privacy. An important part of value in the future energy
market will stem from large data flows and the wider integration of information and communication
technology into energy management systermbkerefore, direct access to metering and consumer dataseed

to be ensured towards the consumer but also any third party designated to act on behalf of the consumer.
Moreover, clear rules and mechanisms for the protection of consumer data and cybergeesd to be put

in place to enhance malicious eventsmistreatmentof such sensitive information.

Key kssons learhrelevant to interoperability include:
- Expand interoperability and consolidate security from siyatem operator to the smart device level
- The development of branédgnostic services is complicated by the multitude diause and "walled
garden" approach of some of the equipment manufacturers.
- Semantic interoperability is required at all levels; hoemthe landscape is still fragmented.
- Data minimisation and clear security standards are key to ensure data security and privacy.
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3.3.3. Lessons learnt from the TABEDE project

TABEDEompleted in April 20213imed to allow all buildings equipped with Building Management Systems
(BMS) to integrate energy grid demand response (DR) schemes, independently of communication protocols.
The overarching objectives were to develop a highly interoperable system thamimaszibuilding flexibility

with energy cost savings validated in real buildings.

Lessons learhincluderecommendations for standardization bodies:
- Harmonise the implementation of standards
- Create interoperability testing networks
- Establish a commaostandard to govern DR communication between the grid and buildings

3.3.4. Lessons learnt from the PHOENIX project

PHOENIX aim® use Adapt&-Play (A&P) solutions to seamlessly integrate legacy equipment, smart
appliances, smart controls and technology buildipgtems. These A&P solutions will allow the use of smart
operation strategies for the upgraded equipment that should increase the satisfaction, health adzking||

2F Fff o0dAftRAYIQa 200dzLJ yiad CdzNI KS NI 2 NBealisatiéhz a S d
of demand response actions sent by aggregators or DSOs

(see detailed description gection9)
Lessons learso far:

The main success thaPHOENIX haachievedso faris through the usage of semantics as a basis of
interoperability. this has been on several different levels, but has focused on the communication across APIs
(not data file formats):
- Providing mappings between known endpoints and the APIs used at etdehaidpoints so that a
software tool that supports multiple APIs can know which API to utilise.
- Providing some aspects of modelling of individual APIs to allow software tools to construct requests
from the information modelling in an ontology.
- When APR3 provide a semantic query endpoint being able to construct queries based on the query
language required and the semantics modelled within the ontology.

3.4. Other initiativesrelated to interoperability

Name of initiative/ Relevant inputs

innovation

D-COMnetwork The DCOM network is led by Cardiff University and was formed to drive forward the
adoption of the digitization of regulations, requirements and compliance kihgc
systems in the built environment.

CEN/TC 442 Standardization in the field of structured semantic-ifgcle information for the built
Building Information | environment. The committee will develop a structured set of standards, specification
Modelling (BIM) and reports which specify methodologies to define, describe, exchange, monitor, rec
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and securely handle asset data, semantics and processes with links to geosghtial ar
other external datal®
AIOTI(the Alliance for| AIOTI WG3 on standardizatién
the Internet of Things See for example some relevant documents/activitiestfiss white paper:
Innovation) / WG3 ¢ aL2¢ adlyRINRAa | yR LINEhp2:Gawtiea/wd-1 yR& Ol
semantic content/uploads/2019/10/AIOFWG3SDO<AllianceLandscapdoT-LSPstandrad
interoperability group frameworkR2.9Published.pdf
T ahyG2t238 f1yRaOlILISe o6& aSYlyaro Ayi
BuildingSMART World-wide industry body developing open neutral standards to support open digital
International Solution | ways of working for the built asset industtyis the ower and developer of the IFC
& Standards Program | Schema and its related ecosystem including digital data dictionary and use case
management ervices
Ready2services frame¢ In collaboration with the certifying body Certivéa, the SBA has established this label

of reference Commercial Buildings. It is a baseline that sets out the requirements to be met by a
Building, an open and communicating building, ready for the services.
Holochain Opensource framework that facilitates a pet&s-peer network Can be used for

developing diverséistributed apps

15 see ISO BIM standards 1SO 16739, ISO 1200 23386

16 see description ahttps://aioti.eu/wg_standardisation/
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4.1. Barriers

Barriers to themarket uptake of smart buildingselated to interoperability of building components and
systems were reviewed and prioritised by the TBekce. The top barriers are highlighted below.
Vendor Lock-in (e.g. in the case of solutions sold with support & maintenance) —

Readiness of industrial players and complexity of value chain

Lack of industrial standards for homogenous interoperability

jlscllflel L Dataintegration issues related to GDPR

Lack of regulation preventing or discouraging vendor lock-in Top barriers
according to
User acceptance / Final users’ awareness and user friendliness — the Taskg

Complex inclusiveness, lack of human-centric solutions for non-expert users Force

Reluctancy to adopt interoperability by manufacturers as it might affect market share / profit

@ Reluctancy to adopt interoperability by service providers / integrators who generate a lot of
~° " business on tailor made integrations
~ L Cd

©:

Cost related to loT investment or semantic modelling (i.e. BIM)

Low "Smartness" of the building stock/ legacy equipment

TECHNICAL

4.2. Drivers

The drivers identified by the Task Force are as illustrated below. The straiyestis related to regulation
and standards:
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